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Leonard Kleinrock and Charley Kline, California University Los Angeles

A first message to Bill Duvall Stanford Research Institute arpanet network
October 29, 1969 at 10 :30 PM “login” was sent, only “lo” arrived
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50 Years later...

Medical doctors (US) half of their working day using computer
Hospitals are connected hospitals, known as “Smart Hospitals”

All hospital activities are based on IT for :

= Communication with patients and professionals,
= To share expertise and data

= To be paid by Social Security

“SMART HOSPITALS” CHALLENGE THE FUTURE:
HOW THE EUROPEAN UNION OF PRIVATE
HOSPITALS IS DRIVING THE CHANGE

The European Unlon of Private Hospitals (UEHP) celebrated Its 25* anniversary
In Rome this year. We have now to prepara for the next 25 years, challenging the
necessary evolution of healthcare systems Incuding Innovative tachnology.
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About the Expert Panel on effective ways of
iInvesting in Health (EXPH)

Sound and timely scientific advice is an essential requirement for the Commission to pursue modern,
responsive and sustainable health systems. To this end, the Commission has set up a multidisciplinary
and independent Expert Panel which provides advice on effective ways of investing in health (Commission
Decision 2012/C 198/06).

The core element of the Expert Panel’s mission is to provide the Commission with sound and independent
advice in the form of opinions in response to questions (mandates) submitted by the Commission on
matters related to health care modernisation, responsiveness, and sustainability. The advice does not
bind the Commission.

The areas of competence of the Expert Panel include, and are not limited to, primary care, hospital care,
pharmaceuticals, research and development, prevention and promotion, links with the social protection
sector, cross-border issues, system financing, information systems and patient registers, health
inequalities, etc.

Expert Panel members Pedro Barros, Margaret Barry, Helmut Brand, Werner Brouwer, Jan De Maeseneer (Chair), Bengt Jonsson (Vice-
Chair), Fernando Lamata, Lasse Lehtonen, Dorjan Marusi¢, Martin McKee, Walter Ricciardi, Sarah Thomson




Fig. 7.17 Health expenditure by provider, 2017 (data OECD 2019)
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Fig. 7.18 Hospital expenditure by type of service, 2017 (data OECD 2019)
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EU and Cybersecurity

= Scientific advice is an essential support to inform the Commission concerning all the range of
risks we are now facing, including cyberattacks

=  Cyberattacks are no more ransomware or malware, but “killerware” : patients are in danger !

=  The core element is coordination of all actors is expected DG CONNECT, DG SANTE
Commission, ENISA, and all professionals

= Last UEHP session on Risk Management, with SHAM and COCIR

2  WORKSHOP ON RISK
MANAGEMENT

= We need technical support
= We need specific investment strategy

= EU Commission is a real partner to limit risk in Hospitals




