COCIR SEMINAR

CYBERSECURITY
OF MEDICAL DEVICES
WHAT YOU NEED TO KNOW
Wednesday 4 March 2020
COCIR OFFICES, BRUSSEL S

BENEFITS OF ATTENDING THIS SEMINAR
• Understand what cybersecurity requirements
are for medical devices in Europe and
internationally
• Receive guidance for cybersecurity under the
Medical Device Regulation

• Learn about the latest developments for
cybersecurity in international standardisation
• Exchange industry best practices with experts in
the field

COCIR, the European Coordination Committee of the Radiological, Electromedical and Healthcare IT Industry

PRICE
300€ PP
60€ PP (SME)

REGISTER
H E RE

FREE FOR COCIR MEMBERS, REGULATORS & NOT-FOR-PROFIT ORGANISATIONS

WHO SHOULD ATTEND
This seminar is primarily intended for industry, including SMEs, and for Notified Bodies, with an interest in the
cybersecurity of medical devices and software for healthcare purposes.

DRAFT PROGRAMME
As the digitisation of health and care progresses, the number of connected digital health technologies is
increasing. This is inevitably accompanied by a growing number of cybersecurity risks. European regulators
have responded by introducing cybersecurity requirements for devices, systems and infrastructure in various
regulatory frameworks, addressing both the healthcare sector specifically and the industry horizontally.

09:00

WELCOME COFFEE

09:30

INTRODUCTION

09:35

S ESSION 1
CYBERSECURITY REQUIREMENTS
IN EUROPE AND BEYOND
This session will provide an overview of the
applicable regulations relevant for the security
of medical devices. The guidance under the
Medical Device Regulation will be presented,
as well as news on the implementation of the
NIS Directive, the Cybersecurity Act and IMDRF
Cybersecurity guidance.

10:30

12:00

S ESSION 2
‘SECURITY BY DESIGN’
COCIR members have long implemented
‘security by design’ principles in the products
and services they offer in the European and
global marketplace. In this session, experts will
share best practices, including an overview
of applicable standards and technical
specifications.

13:00

SESSION 3
RISK MANAGEMENT
This session will provide an explanation of the
state-of-the-art for security risk management
of medical devices. The relevant standards will
be presented, including the latest edition of
ISO 14971.

14:00

SESSION 4
POST-MARKET SURVEILLANCE & VIGILANCE
Machine learning software is facing unique
challenges under the Medical Device Regulation.
This session will help to further understanding of
this concept, the existing industry practices and
standards as well as regulatory requirements
and how to address them.

14:45

COFFEE BREAK

15:00

SESSION 4
SHARED RESPONSIBILITY
Security is a shared responsibility. It must
be clear to all parties involved that it takes
organisational measures to ensure security,
which can then be supported by product
technology. This session addresses the need
for communication and information between
manufacturers and health delivery organisations.

15:55

CONCLUDING REMARKS

LUNCH BREAK

REGISTRATION
https: //w w w.cocir.org/cocir-regulator y-af fairs- day-2020 - cybersecurity-seminar
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This seminar will guide participants through the complex set of regulations and explain the concrete
requirements for manufacturers. It is a great opportunity for developers of medical software and hardware
devices to exchange best practices in the field of cybersecurity.

